VISTA

Vista - SSL VPN on Vista Operating System

Before we begin, Vista users must add https://vpn.fsu.edu to Vista’s trusted sites under Internet

Explorer>Tools>Internet Options>Security>Trusted Sites. It is advised that you add all your trusted sites
at this time too. This is required on Windows Vista to use WebLaunch.

Open your web browser to www.fsu.edu
Type into the address bar vpn.fsu.edu, hit enter

If this window pops up, click on yes

Security Infermation @
This page contains both secure and nonsecure
o]

items.

This is the login screen for campus VPN, please sign in with your FSUID and password.

Do you wart to display the nonsecure items?

[ fes ][ No ] ’ More Info ]

.';'a FLORIDA STATE UNIVERSITY SSL VPN Service

USERNAME(FSUID): fsuid
PASSWORD:

Login

(Only Active Florida State University Employees and Approved Affiliates are Permitted to Logon!

If you have problems or questions, please call FSU Technology Services Help Desk at 644-HELP (4357)
jor send e-mail to "help@fsu.edu”

[The Help Desk Is open from 8am - 6pm, Monday - Friday.

Click on AnyConnect.

Florida State University SSL VPN Service
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Now click on Start AnyConnect

Florida State University SSL VPN Service

—

Agaress mpi [ Browsa | Logos £

Initiate an AnyConnet chent session o provide disnt
! AmyConnect apphcations an your desktop with network access
anding on your comaamy s VPN cani
35 and your own netwark access rights. For example, an
= Start AnConnect AnyConnec: session might be Nacessary to Uss Mirosoft
NE wic Comnedtons Outiagk or Mirasoft Dutlook Express ko send or receive &-

4 Tomins oovere [r——

The following instructions describe how you ¢an use your
s o s et a1 et oot 2 e Tt S
e
| S e
« Reguirements
« Before vou Connect - Add to Trusted Sites
= Alwavs1og Outl

Requirements.

To access remote sanvices over an ATyConnac dient
session, your system must have the folowing setup:

& Your VPN site must be in the kst of trusted stes, as
described below. (Required for Windows Vista, highly

. commended for - |

Click to close the information bar.

Florida State University SSL VPN Service
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Cleco  Cisco AnyConnect VPN

& webLaunch Using ActiveX for Installation

Pleass look at the top of your browsar for the
Slormaton ba

 platiorm
I] betection

- Activex

To proceed with set up, select *Install ActiveX
°. 1 you are prampted to Retry or Cancel,

The installation will tell Vista users to download an installer package

Step 6

@ webLaunch Manual Installation

webh-based installation was unsuccessful. If you wish
to install the Cisco AnyConnect WPN Client, you may

_ Platform .
Detection download an installer package.
- ActiveX Install using the link below:

windows Wista /P 2000

Click Here

- Download
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You can click to run the application or click to save the application to your hard drive. In this example, |
choose Save.

File Download - Security Waming ==
Do you want to run or save this file?

@ Name: anyconnect-win-2.2.0136-web-deplay-k.exe
Type: Application, 1.15MB

From: vpn.fsu.edu

[ Run ][ Save ][ Cancel J

% While files from the Intemet can be useful, this file type can
ﬂ) potentially hamm your computer. ff you do not trust the source, do not
= run or save this software. What s the risk?

Click Save

Save As

( O [l + Melanie » Downloads ~ [ 42 || search r
File name: -

Save as type: | Application

+ Browse Foldes

Click Run.
Download complete E@@

i
+

’,_% Download Complete

.2.2.0136-web-deploy-kd. exe from vpn fsu.edu

Dowrloaded: 1.15MBin 3 sec
Dowrload to: \anyconnect-win-2.2.0136-web-de

Transfer rate: 393KB/Sec
[~ Close this dialog box when download completes

Run Open Folder Close

Click Run

Internet Explorer - Security Waming (=)

Do you want to run this software?

lEI Name: anyconnect-win-2.2.0136 web-deployk3.exe
Publisher: Cisco Systems, Inc.

-

While files from the Internet can be useful, this file type can potentially harm
your computer. Only run software from publishers you trust. What's the risk?




Click Next

4] Cisco AnyConnect VPN Client Setup =

Welcome to Cisco
AnyConnect VPN Client
Setup Wizard

The Setup Wizard will install Cisco AnyConnect VPN
Client on your computer, Click Next to continue or
Cancel to exit the Setup Wizard,
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Accept the License Agreement and Click Next

3! Cisco AnyConnect VPN Client Setup o]
End-User License Agreement /
Please read the following license agreement carefully |

Client Software License Agreement of Cisco Systems -

THE SOFTWARE TO WHICH YCOU ARE REQUESTING ACCESS IS
THE PRCPERTY OF CISCC SYSTEMS. THE USE OF THIS
SOFTWARE IS GOVERNED BY THE TERMS AND CONDITIONS OF
THE AGREEMENT SET FCRTH BELOW. YOU (ON BEHALF OF
YOURSELF AND THE BUSINESS ENTITY YOU REPRESENT) MUST
AGREE TC THE FOLLOWING TERMS AND CONDITICNS IN ORDER
TO USE THE SOFTWARE. IF YOU DO NOT AGREE TCO THE
FOT.TOWTNG TERMS AND CONDTTTONS THEM YOI ARF NOT

A

Advanced Installer

1accept the terms in the License Agreement

1do not accept the terms in the License Agreement

[ <Back |[ Next> | | cancel

Click Install. This will take a few minutes.

14 Cisco AnyConnect VPN Client Setup =
Ready to Install / >
The Setup Wizard is ready to begin the Typical installation b7 |

*

Click Install to begin the installation. If you want to review or change any of your
installation settings, dick Back. Click Cancel to exit the wizard.

Advanced Installer

[ < Back ][ @Insta”] [ Cancel
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Click Finish
15! Cisco AnyConnect VPN Client Setup =
Il
’ i 3 Cisco AnyConnect VPN
# Client Setup Wizard was
y it interrupted
e
T Cisco AnyConnect VPN Client setup was interrupted,
- 5 Your system has not been modified. To install this
Y '?g\ program at a later time, please run the installation
N1 . again,
ﬂia \
B A
| Y {_q{;‘.‘) Click the Finish button to exit the Setup Wizard.
| )
& /
il
e =

REBOOT your computer now!!!!

REMINDER NOTE: You must have added Trusted Sites Web addresses. Go to
Tools>Internet>Security>Trusted Sites>Sites> (You’ve added vpn.fsu.edu, but you need to add the
secure Web address you will be connecting to)

Two Ways to sign into the VPN applicance. From the WEB site or from the Start
Button

Step 1 Web Site
Type in https://vpn.fsu.edu

Enter you FSUID and Password on the VPN login page.


https://vpn.fsu.edu/

File  Yiew ¥M

] W @| 5 Connect Floppy 1 1] :ﬁn IIS_:
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MNurmber of active connections has changed. There are now 2 active connections to this console

Florida State University SSL VPN Service

Enter the trusted WEB address of the Web Site

—]
@ Home
Address hitp:dl = http:/iwww.pc.fsu.edu/ Browse Logout

@} Web Applications

%O AnyConnect

E Telnet/SSH Servers Wl Il Wl I h
Cisco

@ WNC Connections

Cisco AnyConnect VPN Client

< o
ﬂ Terminal Servers

r‘%l WebLaunch Manual Installation

Step Two Start Button

Using SSL VPN — Logging into VPN

—~

~ &
(L Click on icon

Open All Programs, find Cisco

£29) Internet
&7 Intemet Explorer

-mail
ows Mail

B

Administrator

Welcome Center
d Documents

F=1
£ g Windows Mobility Center
* v Pictures

G
;ﬂ Windows Meeting Space Music

F?.l Windows Photo Gallery T

] windows media Piayer
&QA Windows Live Messenger Download i
iy 2

H% Cisco AnyConnect VPN Client Connect Te

» Al Programs

W Ktort Search

Click on Cisco
Click on Cisco AnyConnect VPN Client

Click on < Cisco Any Connect VPN Client
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| Cisco
. Cisco AnyConnect VPN Client

‘ﬁ Cisco AnyConnect VPN Client ‘——

You are ready to start using VPN, type in vpn.fsu.edu, then click on Select button.

;ﬂ Cisco AnyConnect VPN Client E@

% connection | € statistics I% About‘
i
CIsCoO
Connect to: vpn.fsu.edu -
Ey
1
2
VPN Service is available. Disconnect

When you get ready to disconnect go to >Start>All Programs. Select Cisco

| Cisco
. Cisco AnyConnect VPN Client

‘ﬁ Cisco AnyConnect VPN Client ‘——

The window will pop up. Select Connection tab.

= J= el
%y Connection | @ statistis | & Aot |

]
CISCO

Connect o [ren Feuvedu = |

Wsermame: mmceall
Pessword  [FER

f]

A |

PN session established ta vpn.fsu.edu. A

Connection Barmer
Gl Lisers with FSLID are permittted to logon, Al « ]
Ingan events are logged!
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Other Information

If you get an error, it is probably because of the following:

On first time installs the end user must have administrative rights or your technical staff must install the
client for you. If you did not have Administrator rights on your computer, you will get connection failed.
Call your department technician or put in a help desk ticket at 644-Help.

User Account Centrel ==

@ An unidentified program wants access to your computer

Don't run the program unless you know where it's from or you've used it
before,

@ Ci\Users\Melanig\AppDa...\WinSetup-Release-web-deploy.msi Connection failed

Unidentified Publisher

. Server vpn.fsu.edu unavailable
To continue, type an administrator password, and then click OK.

Enter Admin password
| Administrator
Password
(v) Details
User Account Control helps stop unauthorized changes to your computer, HOW Will you know that you are using the VPN?

Look at your address bar.

| £ | https:/fvpn.fsuedu/+ CSCO+00756767633 A2F2FoABAGAZ ETI06682 ET 27168+ +/

Remember to Log out!
After you have completed your VPN session, you must remember to log out of VPN. If you do not, you
might have problems running other applications on the computer.

FF Win-¥ista-Mccall on
File ‘Wiew 4M

Pawer OIff [ Suspend [» Power On @ Reset

[ Connect Floppy 1 [t2) Snapshot () Revert IISJ Snapshot Manager

& Alumni & Friends - Windows Internet Explorer
-
KJ\_ ) + | hitpsy//vpn.fsu.edu/+ CSCO+dNTS6TT633A2F2F6 AGAS A2ET366682E7 27168+ alumni/ > & [4x][

To end your vpn session, please click on file=exit

**kx***Users need to know that the VPN will disconnect after 5 minute idle time.

*****Questions that need to be answered, before the end user and/or department technician contacts
the Help desk to request help. If you are unable to answer the questions, please request a consult with
Core networking.
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1. Do you have a LDAP group established for the users who need SSL VPN access? Your computer
Technician should be able to answer this question.

2. How many users do you anticipate needing access?

3. How many users are you expecting to connect simultaneously?

4. What services are you interested in providing through SSL VPN? ? Site to Site or remote-access
(branch offices, partnership sites, traveling)

5.  What specific resources are you interested in protecting through SSL VPN?
Are any of the resources you are interested in protecting currently behind a hardware firewall?

7.  Will you require a custom IP address for Web Proxy-based services?

**kE*XEFWith your browser open, LocateTools>Internet Options>Advanced tab. Check to see if “Use SSL
3.0” is checked. If not, please check the box.

Internet Opticns =

General | Security | Privacy | Cantent | Connections Programsl Advanced

Settings

Empty Temporary Internet Files Folder when browser is cle »
] Enable Integrated Windows Authentication®
Enable memory protection to help mitigate online attacks
7] Enable native XMLHTTP support
§ Phishing Filter
() Disable Phishing Fiter
() Turn off automatic website checking
@ Turn on automatic website checking

Use 55L.2.0 Must be checked
7] Use 55 3.0 ‘—
V] UseTLs 1.0

V| warn about certificate address mismatch* =
Warn if changing between secure and not secure mode

V| warn if POST submittal is redirected to a zone that doesn ™
l [ D

*Takes effect after you restart Internet Explorer

Restore advanced sethings
Reset Internet Explorer settings

Deletes all ktemporary files, disables browser Resat
add-ons, and resets all the changed settings,

Wou should only use this if your browser is in an unusable state,

G ] [

**x*kx*Remember to add your trusted sites. This is required on Windows Vista to use WebLaunch.
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Internet Options 1 =

| General | Securit/$ivacy [ content | connections [ Programs | advanced|
Select & zone o view or change securiy settings.

@ & v O

Internet  Localintranet Trusted sites  Restricted
sites

T
# This zone contains websites that you es

W' trust not ko damage your computer or
waur files,

Security level For this zone
Allowed levels For this zone: All
Medium
- Prompts before downloading potentially unsafe
() content

- Unsigned Activel contrals will nat be downloaded

[C]Enable Protected Mode (requires restarting Internet Explorer)
Custom level... Default level

Reset all zones to default level

You will add https://vpn.fsu.edu as a trusted site. You may add other trusted sites at this time too.

Trusted sites @

4 ‘fou can add and remave websites from this zone, All websites in
oy this zone will use the zone's security settings.

#Add this website to the zone: *

| Add both of the trusted sites. add
‘websites:
https:/f* Fsu.edu Remove

https:ffvpn Fsu.edy ‘___

[¥]Require server verification (hktps:) For al sites in this zone &

Clase

Your ready to use the campus VPN, go to >Start>All Programs. Select Cisco

. Cisco
. Cisco AnyConnect VPN Client

@ Cisco AnyConnect VPN Client ‘—n—

Type in https://vpn.fsu.edu. Hit select button. You are now ready to begin using the VPN appliance.



https://vpn.fsu.edu/
https://vpn.fsu.edu/
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ﬂ Cisco AnyConnect VPN Client [F=R[ES8 55
%, comnection | € statistics | 2 About‘

N min
CIsCoO

Connect to: von.fsu.edu -

Ery
1

2

!

VPN Service is available.

When you get ready to disconnect go to >Start>All Programs. Select Cisco

. Cisco
. Cisco AnyConnect VPN Client

ﬂ Cisco AnyConnect VPN Client ‘——

The window will pop up. Select Connection tab. Click on disconnect button

50 Cisco AnyConnec o|5] 0] x|
%, connection | € statistis | 2 abot |
vl
Cormect ko [ven Fau.edu =
Username: mmccall
Password: [ |
Conneckion Bannsr
Cnly Users with FSUID are permittted ko logan, All ;l
logon events are logged!
[]
—
]
1PH session established to vpn.fsu.edu, 4

**k****Cisco VPN Client is only supported on Windows Vista clean install. It means that an upgrade of
Windows of any OS to Windows Vista is not supported with the VPN Client Software of this Vista. You
must freshly install the Windows Vista and try to install the Vista VPN Client software
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ekl Windows Vista Might Become Unresponsive During Sleep/Resume Cycles or Other High-
load Conditions. If you use sleep and resume on Vista, you might find that the tunnel cannot be
established due to the AnyConnect driver not being enabled. A reboot is typically required to
recover from this condition.

The problem is caused by an issue in the Vista Kernel component
(http://support.microsoft.com/kb/952876). When this issue occurs, another core Vista
component, TCPIPREG.sys, fails to function. The Cisco AnyConnect VPN Client relies on this
service to set the IP address of the Virtual Adapter. If you see an error stating that the Virtual
Adapter could not be set up, you might have encountered this issue. We recommend that you
apply the patch if you are experiencing issues on Vista where the AnyConnect adapter fails to
enable. After applying the patch, you might still see an occasional failure due to a timing issue in
the TCPIPREG.sys service. This is rare and should be recoverable by simply trying the tunnel a
second time. Cisco is working with Microsoft to correct this remaining issue.

**k***Questions that need to be answered by department technician. If you are unable to answer the
guestions, please request a consult help desk ticket with Core networking.

1. Do you have a LDAP group established for the users who need SSL VPN access? Your computer
Technician should be able to answer this question.
How many users do you anticipate needing access?

3. How many users are you expecting to connect simultaneously?

4. What services are you interested in providing through SSL VPN? ? Site to Site or remote-access
(branch offices, partnership sites, traveling)
What specific resources are you interested in protecting through SSL VPN?

6. Are any of the resources you are interested in protecting currently behind a hardware firewall?
Will you require a custom IP address for Web Proxy-based services?
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