Vista getting started - SSL VPN on Vista Operating System

Before we begin, Vista users must add https://vpn.fsu.edu to Vista’s trusted sites under Internet Explorer>Tools>Internet
Options>Security>Trusted Sites. You may add other trusted sites at this time too.

Open your web browser to www.fsu.edu
Type into the address bar: vpn.fsu.edu, then enter

If this window pops up, click on yes

Security Information ==
This page cortains both secure and nonsecure
i

items.

Do you want to display the nonsecure tems?

SSL VPN Service

USERNAME (FSUIDY: | |
PASSWORD: | |

Login

Only Active Florida State University Employvees and Approved Affiliates are Perr

[fyou hiave any problems or gquestions, please call the Technology Services Help Desk at 644-4357 (HELF) or send e-mi
Help Desk is open from Bam - Gpm, Monday - Friday.

@ Flarida State University, Tallahassee, FL 32306
Questions or Comments | Privacy Paliey | Copyright

Click on AnyConnect.


http://www.fsu.edu/

Florida State University SSL VPN Service
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Now click on Start AnyConnect

Florida State University SSL VPN Service
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Address httpii -

Logout £

@:1. Web Applications

g AnyConnect

E Telnet/'SSH Servers _
%‘J Start AnyConnect
NE vnc connections

Click herg.

~ ,
4 Terminal Servers Attention Vista Users

Adding a security appliance to the list of
trusted sites is required for Internet Explorer
7.0 or later on Windows Vista.

Click to close the information bar.

Initiate an AnyConnect client session to provide client
applications on your desktop with network access through
your VPN, depending on your company's VPN configuration
and your own network access rights. For example, an
AnyConnect session might be necessary to use Microsoft
Outlook or Microsoft Outlook Express to send or receive e-
mail.

The following instructions describe how you can use your
browser to get remote access to Microsoft Terminal Services
running on computers in your network:

Reguirements
Before vou Connect - Add to Trusted Sites
How to Connect

Always Log Qut!

Requirements

To access remote services over an AnyConnect client
session, your system must have the following setup:

& Your VPN site must be in the list of trusted sites, as
described below. (Required for Windows Vista, highly
recommended for all.)




Florida State University SSL VPN Service

|}
Address httpf  « Logout E

% Web Applications
| e
%J AnyConnect

Did you notice the Information Bar?
E Eliailat i Eas The Information Bar alerts you to securty-related conditions

x ffor example, if a potentially unsafe file or pop-up was just
E VNC Connections blocked). I a webpage does not display propery, look for the
Information Bar at the top of the page and click it.

Information Bar @

QQ Terminal Servers
on
["] Don't show this message again
Click
1 Leam about the Information Bar
i
I - ActiveX
[ Help ] l Download

The installation will tell Vista users to download an installer package.

E@ weblLaunch Manual Installation Step 6
web-based installation was unsuccessful, If yvou wish

Platf to install the Cisco AnyConnect WPN Client, you may
- riatrorm download an installer package.

Detection
- Activex Install using the hnk below:

Windows Wista 64/ ¥P/Z000
Click Here

- Download

Click Download .
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@, Web Applications

| 5 AnyConnect

E Telnet'SSH Servers 1 I 1l I I

Cisco AnyConnect VPN Clien

@ VNC Connections CISCO
fg Terminal Servers
E@ WebLaunch Using ActiveX for Installation
Please look at the top of your browser for the
] _ Platform f tion bar:
Detection
K
- ActiveX

| | what's the Risk?

Information Bar Help

To proceed with set up, select "Install Activex
Control". If you are prompted to Retry or Cancel,
select Cancel.

Continuing in 5 seconds [skip]. }

You can click to run the application or click to save the application to your hard drive.
File Download - Security Warning ==
Do you want to run or save this file?

@ Mame: anyconnect-win-2.2.0136-web-deploy-k9.exe
Type: Application, 1.15MEB
From: wpn.fsu.edu

Run ][ Save ] [ Cancel ]

potentially harm your computer. f you do not trust the source, do not

|éj While files from the Intemet can be useful, this file type can
L
= run ar save this software. YWhat s the risk?

Click Save

Save As 5
OD Fm b Melanie » Downloads - |4§» | |5Eﬂn:h o

= E =z nyconnect-win-2.2.01 36-web-deploy- k9 -

Save as type ’Application v]

* Browse Folders \ Save ] [ Cancel ]




Click Run.

Download complete EI

-{% Download Complete

w2 0136-web-deploy-k9.exe from vpn.fsu.edu

Downloaded: 1.15MB in 3 sec
Download to: Camyconnect-win-2 2. 0136-webde..
Transfer rate: J93KB Sec

[] Close this dialog box when download completes

Run ] [Dpen Folder ] I Close I

Click Run

Internet Explorer - Security Warning

Do you want to run this software?

@ Name: anyconnect-win-2.2.0135-web-deploy43.exe
Publisher: Cisco Systems, Inc. /

E] More options Run ] | Don't Run

your computer. Only run software from publishers you trust, What's the risk?

|"f1 While files from the Internet can be useful, this file type can potentially harm
.

Click Next



1) Cisco AnyConnect VPN Client Setup

Welcome to Cisco
AnyConnect VPN Client
Setup Wizard

The Setup Wizard will install Cisco AnyConnect VPM
Client on your computer. Click Mext to continue or
Cancel to exit the Setup Wizard.

< Back [ Mext = ] [ Cancel

Accept the License Agreement and Click Next

13 Cizco AnyConnect VPN Client Setup

End-User License Agreement F

Flease read the following license agreement carefully

Client Software License Agreement of Cisco Systems

[l »

THE SOFTWARE TO WHICH YOU ARE REQUESTING ACCESS IS
THE FPROPERTY OF CIS5CO SYS5TEMS. THE USE OF THIS
SOFIWARE I5 GOVERNED BY THE TEERMS AND CONDITICHNS OF
THE AGREEMENT SET FORTH BELOW. YOU (ON BEHALF OF
YOURSELF &ND THE BUSINESS ENTITY YOU EEPRESENT) MUST
AGREE TO THE FOLLOWING TEEMS AND CONDITIONS IN ORDER
TC USE THE S0OFTWARE. IF YOU DO HOT AGREE TO THE
FOLTOWNTHNG TERMS AND CONDTTTONS THEN YOI ARF NOT

@ I accept the terms in the License Agreement
1 I do not accept the terms in the License Agreement

Advanced Installer

[ < Back “ MNext = ] [ Cancel ]

On first time installs the end user must have administrative rights or your technical staff must install the client foryou.



) your computer

Don't run the program unless you know where it's from or you've used it
before,

|. 1 ChlUsers\MelanietAppDa...\Win5etup-Release-web-deploy.msi
Unidentified Publisher

Teo continue, type an administrator password, and then click OK,

Enter Admin password

Administrator

Password

(v) Details | ok Cancel

User Account Control helps stop unauthorized changes to your computer,

Click Install

Ready to Install
The Setup Wizard is ready to begin the Typical installation

Click Install to begin the installation. If you want to review or change any of your
installation settings, click Back. Click Cancel to exit the wizard.

Advanced Installer

Click Finish



& Cisco AnyConnect VPN Client Setup

Cisco AnyConnect VPN
Client Setup Wizard was
interrupted

Cisco AnyConnect VPN Client setup was interrupted,
Your system has not been modified. To install this
program at a later time, please run the installation
again.

Click the Finish button to exit the Setup Wizard.

< Back Cancel

Click on Anyconnect

Florida State University SSL WYPN Service

Step 15
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Address hitpli -

Q}}. Weh Applications

Loseu

B Click
%3 AnyConnect h_
Telneti3EH Servers . .
E .éll.!':élt.). Cisco AnyConnect ¥YPN Clie
E YRC Connections N
~
4 Terminal Servers q
| @ weblLaunch Manual Installation
web-based installation was unsuccessful, If you wish
platf to install the Cisco AnyConnect WPN Client, vou rmay
o (PR download an installer package.
Detection
- Activex Install using the link below:
Windows Wista 64/ MPA2000

How do you know you are using the VPN? Look at your address bar.

| £ | https:/fvpn.fsu.edu/+ CSCO+00756767633 A2 F2F6 ABABAZET366682ET 27168+ +/

-

m




After you have completed your VPN session, you must remember to log out of VPN. If you do not, you will have
problelms running your other applications on your computer.

el

[« Win-Yista-Mccall on
File Wiew WM

Pawer OFf 0 Suspend [+ PowerOn @ Feset | H Connect Floppy 1 2 Snapshat %m Fevert ﬁ_ﬁ Snapshat kManager

@ Alumni & Friends - Windows Internet Explorer

@U + | ] https://vpn.fsu.edu/+CSCO+ dhTS6767633A2F2F6 AGAG AZET366682ET 27168+ + /alumni/ - & 4[x]|

To end your vpn session, please click on file=exit

Using SSL VPN — Logging into VPN

~ 4
(L Click on icon

Open All Programs, find Cisco

Fh Internet
( Internet Explorer

“=j E-mail
lrllJl Windows Mail

I“| Welcome Center

Administrator

Documents

= . -
%' Windows Mobility Center )
= Pictures

g Windows Meeting Space Music

™
!'j'ﬂ Windows Photo Gallery Recent Ttems

@ Windows Media Player Computer

b‘[i_Q\i Windows Live Messenger Download Metwork
Ly =
H% Cisco AnyConnect VPN Client Connect To

Control Panel
Default Programs
Help and Support

All Programs Windo

X

Click on Cisco



Click on Cisco AnyConnect VPN Client

Click on < Cisco Any Connect VPN Client

., Cisco
. Cisco AnyConnect VPN Client

@ Cisco AnyConnect VPN Client ‘——

You are ready to start using VPN, type in vpn.fsu.edu, then click on Select button.

;ﬁ Cisco AnyConnect VPN Client El@
W, Connection | €9 Skatistics | &% about |

T
CIsCO
Cennect to: vpn.fsu.edu M
Ente
1
2

VPN Service is available,

Disconnect
When you get ready to disconnect go to >Start>All Programs. Select Cisco

J Cisco
. Cisco AnyConnect VPN Client

@ Cisco AnyConnect VPN Client ‘——

The window will pop up. Select Connection tab.



2l =101 x|
% Connection | € Statistics | &5 about |

atfoar]s
CISCO
Zonneck ko I wpn.fsu,edu j
Usermanme: I rmceall
Fassword: I Ackbkkskokok

Connechion Banner

Only Users with FSUID are permittted to logon. All ;I
logon events are logged!

[]

Disconneck

PP session established ko wpn,Fsu,edu, v

Other Information

*¥*Ekx**Users need to know that the VPN will disconnect after 5 minute idle time.

*****Questions that need to be answered, before the end user and/or department technician contacts the Help desk to
request help. If you are unable to answer the questions, please request a consult with Core networking.

1. Do you have a LDAP group established for the users who need SSL VPN access? Your computer Technician should
be able to answer this question.
How many users do you anticipate needing access?
How many users are you expecting to connect simultaneously?

4, Whatservices are you interested in providing through SSL VPN? ? Site to Site or remote-access (branch offices,
partnership sites, traveling)

5. Whatspecific resources are you interested in protecting through SSL VPN?
Are any of the resources you areinterested in protecting currently behind a hardware firewall?

7. Will you require a custom IP address for Web Proxy-based services?

*EAxXEWith your browser open, LocateTools>Internet Options>Advanced tab. Check to seeif “Use SSL 3.0” is checked.
If not, please check the box.



Internet Options =T

|General |Securit';.:' | Priwacy | Conkent | Conneckions | Programs | Advanced [

Settings

[] Empty Temporary Internet Files folder when browser is clo «
Enable Inteqgrated Windows Authentication®
[] Enable memaory protection to help mitigate online attacks
Enable native ¥MLHTTP support
(g Phishing Filter

() Disable Phishing Filber

() Turn off automatic website checking

@ Turn on automatic website checking

(] Use ssL 2.0 Must be checked

Use 55L 3.0 *————

Use TLS 1.0
Warn about certificate address mismatch®
[] warn if changing between secure and not secure mode —

[¥] warnif POST submittal is redirected ko a zone that doesn ™
1 | 1] 3

m

*Takes effect after vou restart Internet Explarer

Restore advanced settings ]

Reset Inkernet Explorer settings
Deletes all temparary files, disables browser
add-ons, and resets all the changed settings.

¥ou should anly use this iF yaur browser is in an unusable skake,

(0] 4 ] [ Zancel Apply

***kx*x*¥Remember to add your trusted sites, as follows:



I 1 7 | =

nternet Options
Siecurit ey | Conkent I Connections | Programs I .ﬁ.dvanced|

Select a zone ko view or change security sektings,

@ Gi! f’f ®

Internet Local inkranet  Trusted sites Restricked

Isal

sites
Trusted sites =
o
& This zone conkains websites that wou
v krust nok to damage your computer or
walr Files,
2
Security level for this zone 3
Allowed levels For this zone: all
Medium
- Prompts before downloading potentially unsafe
- cankent

- Unsigned Activex controls will not be downloaded

[]Enable Protected Mode (requires restarting Inkernet Explorer)
Custom level. .. Default lewvel

Feset all zones ko default level

(04 ] [ Cancel Apply

You will add https://vpn.fsu.edu as a trusted site. You may add other trusted sites at this time too.

Trusted sites @

You can add and remove websites from this zone. All websites in
LY 4 this zone will use the zone's security setkings,

add this website to the zone: ‘

| Add both of the trusted sites. add
Websites:
htkps: 1™ Fsu,edu * Remove

htkps: [ vpn.Fsu,edu ‘.__

Require server verification (https:) Far all sikes in this zone

Close


https://vpn.fsu.edu/

Your ready to use the campus VPN, go to >Start>All Programs. Select Cisco

. Cisco
. Cisco AnyConnect VPN Client

@ Cisco AnyConnect VPN Client 1‘——

Typein https://vpn.fsu.edu. Hit select button. You are now ready to begin using the VPN appliance.

&) Cisco AnyConnect VPN Client [ | [ )
% Cornection | €9 Skatistics | &% About |

T
CISCO
Connectte:  ypn.fsu.edu -
Ente
1
2

VPN Service is available.

When you get ready to disconnect go to >Start>All Programs. Select Cisco

. Cisco
. Cisco AnyConnect VPN Client

ﬂ Cisco AnyConnect VPN Client ‘——

The window will pop up. Select Connection tab. Click on disconnect button


https://vpn.fsu.edu/

-0 Cisco AnyConneck ¥PN Clie el 10 %]
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atfoar]s
CISCO
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Usermanme: I rmceall
Fassword: I Ackbkkskokok

Connechion Banner

Only Users with FSUID are permittted to logon. All ;I
logon events are logged!

[]

Disconneck

PP session established ko wpn,Fsu,edu, v

***%**Cisco VPN Client is only supported on Windows Vista clean install. It means that an upgrade of Windows of any
0OS to Windows Vista is not supported with the VPN Client Software of this Vista. You must freshly install the Windows
Vista and try to install the Vista VPN Client software



